
7ULSOHW�&HQVRUV��
'HP\VWLI\LQJ�*UHDW�)LUHZDOOŵV�'16�

&HQVRUVKLS�%HKDYLRU
$QRQ\PRXV��$ULDQ�$NKDYDQ�1LDNLѦ��1JX\HQ�3KRQJ�+RDQJѧ��

3KLOOLSD�*LOOѦ��$PLU�+RXPDQVDGUѦ

Ѧ8QLYHUVLW\�RI�0DVVDFKXVHWWV�$PKHUVW��ѧ6WRQ\�%URRN�8QLYHUVLW\



2YHUYLHZ
4XHVWLRQV�DERXW�WKH�'16�ILOWHULQJ�RI�WKH�*UHDW�)LUHZDOO�RI�&KLQD

Ɣ :KDW�GRPDLQV�DUH�EORFNHG"
Ɣ :KDW�DUH�WKH�,3V�XVHG�LQ�WKH�IRUJHG�'16�UHVSRQVHV"
Ɣ +RZ�DUH�GRPDLQV�EHLQJ�EORFNHG"
Ɣ ,V�WKH�EORFNLQJ�FRQVLVWHQW�ZLWKLQ�&KLQD"

�



0HWKRGRORJ\

3URELQJ�0DFKLQH��86�
+RVW�ZLWKRXW�'16�
UHVROYLQJ�IXQFWLRQDOLW\�

�&KLQD�
*):�'3,

$�ZZZ�XQEORFNHG�FRP䠛

$�ZZZ�EORFNHG�FRP䠛

)RUJHG
�UHVSR

QVH

,QIHU�WKDW�
ZZZ�EORFNHG�FRP�
LV�FHQVRUHG

�

$OH[D��0



/RQJLWXGLQDO�'DWDVHW

3URELQJ�0DFKLQH��86�
+RVW�ZLWKRXW�'16�
UHVROYLQJ�IXQFWLRQDOLW\�

�&KLQD�
*):�'3,

$�ZZZ�XQEORFNHG�FRP䠛

$�ZZZ�EORFNHG�FRP䠛

)RUJHG
�UHSO\

,QIHU�WKDW�
ZZZ�EORFNHG�FRP�
LV�FHQVRUHG

�

$OH[D��0

���WLPHV�D�GD\��HYHU\���KRXUV�
6HSWHPEHU��������0D\������



/RQJLWXGLQDO�'DWDVHW

3URELQJ�0DFKLQH��86�
+RVW�ZLWKRXW�'16�
UHVROYLQJ�IXQFWLRQDOLW\�

�&KLQD�
*):�'3,

$�ZZZ�XQEORFNHG�FRP䠛

$�ZZZ�EORFNHG�FRP䠛

)RUJHG
�UHSO\

,QIHU�WKDW�
ZZZ�EORFNHG�FRP�
LV�FHQVRUHG

�

$OH[D��0

���WLPHV�D�GD\��HYHU\���KRXUV�
6HSWHPEHU��������0D\������

����ELOOLRQ�'16�TXHULHV�VHQW
������PLOOLRQ�IRUJHG�

UHVSRQVHV



2YHUYLHZ
4XHVWLRQV�DERXW�WKH�'16�ILOWHULQJ�RI�WKH�*UHDW�)LUHZDOO�RI�&KLQD

Ɣ :KDW�GRPDLQV�DUH�EORFNHG"
Ɣ :KDW�DUH�WKH�,3V�XVHG�LQ�WKH�IRUJHG�'16�UHVSRQVHV"
Ɣ +RZ�DUH�GRPDLQV�EHLQJ�EORFNHG"
Ɣ ,V�WKH�EORFNLQJ�FRQVLVWHQW�ZLWKLQ�&KLQD"

�



:KDW�GRPDLQV�DUH�EORFNHG
Ɣ 1XPEHU�RI�FHQVRUHG�ZHEVLWHV�LQFUHDVHV�IURP��������WR�������

�



:KDW�GRPDLQV�DUH�EORFNHG
Ɣ 1XPEHU�RI�FHQVRUHG�ZHEVLWHV�LQFUHDVHV�IURP��������WR�������
Ɣ $�PDMRU�GURS�SDUWO\�GXH�WR�D�UXOH�FKDQJH��ѣ\RXWXEH�FRPѤ��!�ѣ�\RXWXEH�FRPѤ

�



:KDW�GRPDLQV�DUH�EORFNHG���&DWHJRULHV
Ɣ :KDW�W\SHV�RI�GRPDLQV�DUH�PRVWO\�FHQVRUHG"

�

ZZZ�SXUHYSQ�FRP�
ZZZ�KLGHLSYSQ�FRP�
ZZZ�KLGHLS�FR
ZZZ�DQRQ\PL]HU�FRP

http://www.purevpn.com
http://www.hideipvpn.com
http://www.hideip.co


:KDW�GRPDLQV�DUH�EORFNHG���&DWHJRULHV
Ɣ :KDW�W\SHV�RI�GRPDLQV�DUH�PRVWO\�FHQVRUHG"

��

�EORJVSRW�FRP
�WXPEOU�FRP



2YHUYLHZ
4XHVWLRQV�DERXW�WKH�'16�ILOWHULQJ�RI�WKH�*UHDW�)LUHZDOO�RI�&KLQD

Ɣ :KDW�GRPDLQV�DUH�EORFNHG"
Ɣ :KDW�DUH�WKH�,3V�XVHG�LQ�WKH�IRUJHG�'16�UHVSRQVHV"
Ɣ +RZ�DUH�GRPDLQV�EHLQJ�EORFNHG"
Ɣ ,V�WKH�EORFNLQJ�FRQVLVWHQW�ZLWKLQ�&KLQD"

��



,3V�XVHG�LQ�IRUJHG�'16�UHVSRQVHV
Ɣ +RZ�GR�WKHVH�,3V�FKDQJH"
Ɣ :KHUH�GR�WKHVH�,3V�EHORQJ�WR"

��



,3V�XVHG�LQ�IRUJHG�'16�UHVSRQVHV
Ɣ +RZ�GR�WKHVH�,3V�FKDQJH"
Ɣ :KHUH�GR�WKHVH�,3V�EHORQJ�WR"
Ɣ 'URS�RQ�1RYHPEHU���������

ż %HIRUH�������,3V�����$6HV�
ż $IWHU�����,3V�����$6HV�

��



,3V�XVHG�LQ�IRUJHG�'16�UHVSRQVHV
Ɣ 5HDFKDELOLW\�RI�WKH�����FXUUHQWO\�LQMHFWHG�,3V�RYHU�D�ZHHN
Ɣ &RQQHFWLRQ�VFDQV�IRU�HDFK�,3

ż 3RUW����DQG����

��



,3V�XVHG�LQ�IRUJHG�'16�UHVSRQVHV

��

3URELQJ�0DFKLQH��86�
+RVW�ZLWKRXW�'16�
UHVROYLQJ�IXQFWLRQDOLW\�

�&KLQD�
*):�'3,

$�ZZZ�KLGHLS�FR䠛

)RUJHG�UHVS
RQVH�,3��

$�ZZZ�KLGHLS�FR䠛

)RUJHG�UHVS
RQVH�,3��

$�ZZZ�KLGHLS�FR䠛

)RUJHG�UHVS
RQVH�,3��

$�ZZZ�KLGHLS�FR䠛

)RUJHG�UHVS
RQVH�,3��

,WHUDWLRQ��

,WHUDWLRQ��

,WHUDWLRQ��

,WHUDWLRQ��



,3V�XVHG�LQ�IRUJHG�'16�UHVSRQVHV
Ɣ *):�LQMHFWV�GLIIHUHQW�VHW�RI�,3V�WR�FHQVRU�GLIIHUHQW�VHW�RI�GRPDLQV

��



&KDUDFWHUL]LQJ�*):ŵV�'16�,QMHFWLRQ
Ɣ *):�LQMHFWV�GLIIHUHQW�VHW�RI�,3V�WR�FHQVRU�GLIIHUHQW�VHW�RI�GRPDLQV

��



2YHUYLHZ
4XHVWLRQV�DERXW�WKH�'16�ILOWHULQJ�RI�WKH�*UHDW�)LUHZDOO�RI�&KLQD

Ɣ :KDW�GRPDLQV�DUH�EORFNHG"
Ɣ :KDW�DUH�WKH�,3V�XVHG�LQ�WKH�IRUJHG�'16�UHVSRQVHV"
Ɣ +RZ�DUH�GRPDLQV�EHLQJ�EORFNHG"
Ɣ ,V�WKH�EORFNLQJ�FRQVLVWHQW�ZLWKLQ�&KLQD"

��



+RZ�DUH�GRPDLQV�EHLQJ�EORFNHG

3URELQJ�0DFKLQH��86�
+RVW�LQ�&KLQD�ZLWKRXW�

'16�UHVROYLQJ�
IXQFWLRQDOLW\

*):�'3,

$�ZZZ�JRRJOH�VP䠛

��IRUJHG�
UHVSRQ

VHV

��

:K\�!��
UHVSRQVH"



+RZ�DUH�GRPDLQV�EHLQJ�EORFNHG
Ɣ (DFK�LQMHFWRU�PDLQWDLQV�D�GLIIHUHQW�EODFNOLVW

��



+RZ�DUH�GRPDLQV�EHLQJ�EORFNHG
Ɣ (DFK�LQMHFWRU�PDLQWDLQV�D�GLIIHUHQW�EODFNOLVW
Ɣ (DFK�LQMHFWRU�KDV�D�XQLTXH�ILQJHUSULQW

��



+RZ�DUH�GRPDLQV�EHLQJ�EORFNHG
Ɣ 5HODWLRQ�EHWZHHQ�,3�'RPDLQ�JURXSV�DQG�WKH�LQMHFWRUV

��



)LQJHUSULQWLQJ�WKH�*):�,QMHFWRUV
Ɣ ,3,'�DQG�,3�77/�SDWWHUQV�XQGHU�ZKHQ�VHQGLQJ�TXHULHV�UDSLGO\

��



/RFDOL]LQJ�WKH�*):�,QMHFWRUV

Ɣ ,W�DSSHDU�RQH�RI�WKH�LQMHFWRUV�LV�
���KRSV�DZD\�IURP�WKH�VHQGHU��
ZKLOH�WKH�UHFHLYHU�LV�DFWXDOO\�
MXVW����KRSV�DZD\�IURP�WKH�
VHQGHU

Ɣ 6DPH�VWUDQJH�UHVXOWV�UHPDLQ�
ZKHQ�UHSHDWLQJ�WKH�H[SHULPHQW�
IURP���GLIIHUHQW�ORFDWLRQV�
RXWVLGH�RI�&KLQD�WR�WKH�VDPH�
UHFHLYHU�

Ɣ :K\"

5HFHLYHU�LQ�&KLQD
�����KRSV�IURP�VHQGHU�

*):�
����KRSV�IURP�VHQGHU�

77/� �����������

77/� ��������������

77/� �������������

77/�! ���

��UHVSRQVH

��UHVSRQVHV

��UHVSRQVHV

��UHVSRQVHV

��

3URELQJ�0DFKLQH��86�

,QMHFWRU������

,QMHFWRU������

,QMHFWRU����������



/RFDOL]LQJ�WKH�*):�,QMHFWRUV
Ɣ 0LUURULQJ�,3�77/

��

$VVXPLQJ�WKDW�WKH�URXWLQJ�SDWKV�DUH�V\PPHWULF

6HQGHU�*):

6HQGHU�*):

77/���
���KRSV

���KRSV

���KRSV

77/����

77/������

77/���

77/�����
���KRSV

77/���

77/���



/RFDOL]LQJ�WKH�*):�,QMHFWRUV
3URELQJ�0DFKLQH��86� ,QMHFWRU�

�

$�ZZZ�JRRJOH�VP䠛

��IRUJHG�
UHVSRQ

VHV

��

,QMHFWRU�
�

,QMHFWRU�
�

1R�GLIIHUHQFH�
LQ�DUULYDO�WLPH



2YHUYLHZ
4XHVWLRQV�DERXW�WKH�'16�ILOWHULQJ�RI�WKH�*UHDW�)LUHZDOO�RI�&KLQD

Ɣ :KDW�GRPDLQV�DUH�EORFNHG"
Ɣ :KDW�DUH�WKH�,3V�XVHG�LQ�WKH�IRUJHG�'16�UHVSRQVHV"
Ɣ +RZ�DUH�GRPDLQV�EHLQJ�EORFNHG"
Ɣ ,V�WKH�EORFNLQJ�FRQVLVWHQW�ZLWKLQ�&KLQD"

��



,V�WKH�EORFNLQJ�FRQVLVWHQW�ZLWKLQ�&KLQD

��

�� 6HOHFW��������,3�SUHIL[HV�EHORQJLQJ�WR�&KLQHVH�RUJDQL]DWLRQV�IURP�&$,'$
�� 6HOHFW�RQH�QRQ�UHVSRQGLQJ�,3�IRU�HDFK�SUHIL[�DW�UDQGRP

D� ,Q�WRWDO��ZH�JHW��������QRQ�UHVSRQGLQJ�&KLQHVH�,3V������$6HV�
�� ,VVXH�����VHQVLWLYH�TXHULHV�IRU�ZZZ�JRRJOH�VP�WR�DOO�VHOHFWHG�,3V�IURP�RQH�

VLQJOH�SRLQW�RXWVLGH�RI�&KLQD�



,V�WKH�EORFNLQJ�FRQVLVWHQW�ZLWKLQ�&KLQD

��

Ɣ 2QO\������RI�SUHIL[HV������$6HV��
UHFHLYH�QR�'16�LQMHFWLRQV�



6XPPDU\
Ɣ 7KH�*):�LQMHFWV�GLIIHUHQW�VHWV�RI�,3V�WR�FHQVRU�GLIIHUHQW�JURXSV�RI�GRPDLQV�
Ɣ :H�KDYH�ILQJHUSULQWHG���*):�LQMHFWRUV

ż $OO�RI�WKHP�DSSHDU�WR�VKDUH�WKH�VDPH�LQMHFWLRQ�SRLQW
ż ,QMHFWRU��ѡV�,3,'�DQG�,3�77/�DUH�DVVRFLDWHG�ZLWK�LQMHFWLRQ�VHTXHQFH
ż ,QMHFWRU��ѡV�,3�77/�HFKRLQJ�EHKDYLRU�KDV�LPSOLFDWLRQV�RQ�XVLQJ�

77/�OLPLWHG�SUREH�SDFNHWV�WR�ORFDOL]H�*):�LQMHFWRUV
Ɣ 2EVHUYHG�'16�LQMHFWLRQV�RQ�������RI�WKH���.�&KLQHVH�,3�SUHIL[HV

��

:H�KDYH�UHOHDVHG�DOO�RXU�FRGH�DQG�GDWDVHWV�DW�
KWWSV���JIZ�UHSRUW�SXEOLFDWLRQV�IRFL��BGQV�HQ�
JIZ�UHSRUW#SURWRQPDLO�FRP��%�&��(%���'$�&�($$��

https://gfw.report/publications/foci20_dns/en/
mailto:gfw.report@protonmail.com
https://gfw.report/gfw_report.asc

